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Webinar Tips and Notes

• Your phone &/or computer microphone has been muted.

• If we do not reach your question, please contact your regional TRC. 
There may be delays in response time:
https://telehealthresourcecenter.org/contact-us/

• Please fill out the post-webinar survey.

• Closed Captioning is available. 

• Please submit your questions using the Q&A function. 

• The webinar is being recorded.

• Recordings will be posted to our YouTube Channel:

https://www.youtube.com/c/nctrc

https://telehealthresourcecenter.org/contact-us/
https://www.youtube.com/c/nctrc
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Today’s Roadmap

• Intro to CISA & HHS ASPR

• Threat Environment

• Joint Cybersecurity Toolkit

• HHS Cyber Performance Goals

• Additional Resources
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CISA Regions





ASPR serves as the HHS “One-Stop-Shop” for Healthcare 

and Public Health cybersecurity



Travis Light

November 14, 2024

v

11

Health Sector Coordinating Council

• Industry Council of 400+ healthcare providers, 

pharmaceutical and medtech companies, payers 

and health IT entities

• Partnered with Federal Government

• HHS 405(d) Program Task Group
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Threat Actors and Motivation
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Cyber Threats
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Threat Actors Can Use AI Too
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• Social Engineering: GPT-crafted phishing emails; deepfaked calls and videos

• AI-powered Malware: Lower barriers to entry; autonomous zero-day attacks

• Supply Chain Attacks: Compromise the AI services you rely on or use AI to 

attack those services

• AI Poisoning: Deliberate and malicious contamination of the data that trains 

your AI systems, leading to incorrect or even harmful responses
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The Threat is Real – Prospect Holdings
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Prospect Medical Holdings

• 16 Hospitals / 160+ Clinics

• Emergency rooms closed

• Ambulances diverted

• Reverted to manual processes for 

medical records, labs, & radiology

• 500,000 patient records claimed 

stolen 

• On sale for 50 Bitcoin! ($1.3M)
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The Threat is Real – Change Health
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Change Healthcare

• UnitedHealth Group

• Processes ~14B claims each year

• Relief programs established by 

UnitedHealth and HHS

• Potential ransom of $22M

• “Significant portion” of US citizens’ 

data compromised
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The Threat is Real – Supply Chain
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Change Healthcare - Round 2

• 4TB of data exfiltrated

• Different threat actor

• 1st was ALPHV/Blackcat

• 2nd was RansomHub
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CISA/HHS Cybersecurity Roundtable
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“Given that healthcare organizations have a 

combination of personally identifiable 

information, financial information, health 

records, and countless medical devices, they 

are essentially a one-stop shop for an 

adversary.”
- CISA Deputy Director Nitin Natarajan
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CISA/HHS Cybersecurity Roundtable
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“We have seen a significant rise in the number and 

severity of cyber attacks against hospitals and 

health systems in the last few years. These 

attacks expose vulnerabilities in our healthcare 

system, degrade patient trust, and ultimately 

endanger patient safety. 
- HHS Deputy Secretary Andrea Palm
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Change Healthcare - Round 2
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• Intro to CISA & HHS ASPR

• Threat Environment

• Joint Cybersecurity Toolkit

• HHS Cyber Performance Goals

• Additional Resources
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Link to CISA/HHS Toolkit

Consolidates CISA and HHS 

resources such as:

• Cyber Performance Goals for 

Healthcare

• CISA's Free Cybersecurity 

Services & Tools

• Alerts & Advisories

• Training & Exercises

• Incident Response Guides

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
https://hphcyber.hhs.gov/performance-goals.html
https://hphcyber.hhs.gov/performance-goals.html
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
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CISA/HHS: Resiliency Landscape Analysis
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS: Resiliency Landscape Analysis
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Link to CISA/HHS Toolkit

Key Findings

1) Growing threat of ransomware

2) Variable adoption of critical security 

features
1) MFA

2) Vulnerability Assessments

3) Training & Outreach

4) Hospital-at-Home

3) Email protections are way up!

4) Supply chain risk is pervasive 

5) Medical devices generally aren’t targeted

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS: Resiliency Landscape Analysis
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Link to CISA/HHS Toolkit

Key Findings

6) Inconsistency across health orgs

7) Use of antiquated hardware, 

software, and systems

8) Insurance premiums continue to 

rise

9) Recruiting and retaining cyber 

talent is a challenge

10) Adopting Health Industry 

Cybersecurity Practices works!

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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• HHS Cyber Performance Goals

• Additional Resources
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Cyber Performance Goals (CPGs) Assessment:
• Voluntary guidelines tailored to Healthcare 

organizations

10 Essential Goals establish a floor of safeguards that will 

better protect from cyber attacks, improve response when 

events occur, and minimize residual risk 

10 Enhanced Goals provide a path to reach the next level of 

defense needed to protect against additional attack vectors

Link to HHS CPGs

https://hphcyber.hhs.gov/performance-goals.html


Based on industry-specific analysis, the CPGs set a floor for cybersecurity expectations for all healthcare and public health organizations, no matter their size or cyber 
maturity. The CPGs map directly to existing cybersecurity frameworks, including the National Institute of Standards and Technology (NIST) Cybersecurity Framework, 
the Healthcare Industry Cybersecurity Practices (HICP), and the National Cybersecurity Strategy. 

Increasing attacks

Between 2018-2022, the HPH Sector saw a 93% increase in large, reported 

breaches and a 278% increase in large breaches involving ransomware. 

Evolving threat landscape

The type, size, frequency, and scale of impact of cybersecurity attacks is 

continuously evolving and, due to a myriad factors, the HPH Sector cannot keep up. 

Chronic underfunding 

Cybersecurity planning efforts are chronically underfunded, leaving the Sector 

vulnerable and unable to address, or mitigate, cybersecurity risks. 

Requests for clear guidance

The HPH Sector has asked for help prioritizing most impactful practices to enhance 

cybersecurity tailored to their needs. # of cyberattacks on the HPH Sector, by 

type: Q3, 2023

Why Cybersecurity Performance Goals (CPGs) now?



The HPH CPGs were developed and adapted from the 2023 DHS/CISA-led Cross-Sector CPGs and provide HPH Sector-specific cybersecurity guidance to healthcare 
and public health organizations at all levels of technical competency and resource-availability. 

Strengthen cyber preparedness

Improve cyber resilience

Protect patient information and safety

A baseline set of recommended cybersecurity controls and best 

practices with known risk-reduction values

Developed by HHS, DHS/CISA, and the private sector 

community for information technology (IT) and operational 
technology (OT) owners and operators to improve the state of 
cybersecurity within HPH entities

HHS CPGs work to simplify the confusion of multiple 

frameworks and recommendations, and support 
compliance with other regulatory requirements

Overview Benefits

What are the Healthcare and Public Health Sector-specific 
Cybersecurity Performance Goals (CPGs)?



The HPH CPGs help provide layered protection at different points of potential exploitation in healthcare digital systems. Layered protection at key points along the 
cybersecurity attack chain are crucial to mitigating the impacts of cybersecurity attacks when they occur. The HPH CPGs are d ivided into two categories supporting 
this layered approach: 

PPE Product Standardization Task Group PPE Product Standardization Report

Examples of Essential Goals

PPE Product Standardization Task Group Enhanced Goals

• Mitigate known vulnerabilities

• Enhance email security 

• Implement multifactor authentication

• Promote strong encryption

• Use unique credentials 

• Separate user and privileged accounts

• Establish both vendor and supplier cybersecurity requirements

Essential Goals

Essential Goals set a floor of safeguards to help healthcare 

organizations address common vulnerabilities, improve response 

when events occur, and minimize residual risk.

Enhanced Goals enable organizations to mature their 

cybersecurity capabilities and enhance the defenses needed to 

protect against less common, but potentially more impactful, attack 

vectors. 

Examples of Enhanced Goals

• Develop and oversee an asset inventory

• Implement third party vulnerability disclosures

• Establish cybersecurity testing procedures and norms

• Segment networks, especially mission critical assets

• Centralize log collection

• Centralize incident planning and preparedness

• Manage device and systems settings in a consistent manner

+

How can your organization take immediate action? 



Essential Goals
The Essential Goals are as follows:

• Mitigate Known Vulnerabilities: Reduce the likelihood of threat actors exploiting known vulnerabilities to 

breach organizational networks that are directly accessible from the Internet.

• Email Security: Reduce risk from common email-based threats, such as email spoofing, phishing, and fraud.

• Multifactor Authentication: Add a critical, additional layer of security, where safe and technically capable, to 

protect assets and accounts directly accessible from the Internet.

• Basic Cybersecurity Training: Ensure organizational users learn and perform more secure behaviors.

• Strong Encryption: Deploy encryption to maintain confidentiality of sensitive data and integrity of Information 

Technology (IT) and Operational Technology (OT) traffic in motion.

• Revoke Credentials for Departing Workforce Members, Including Employees, Contractors, Affiliates, 

and Volunteers: Prevent unauthorized access to organizational accounts or resources by former workforce 

members, including employees, contractors, affiliates, and volunteers by removing access promptly.

• Basic Incident Planning and Preparedness: Ensure safe and effective organizational responses to, 

restoration of, and recovery from significant cybersecurity incidents.

• Unique Credentials: Use unique credentials inside organizations’ networks to detect anomalous activity and 

prevent attackers from moving laterally across the organization, particularly between IT and OT networks.

• Separate User and Privileged Accounts: Establish secondary accounts to prevent threat actors from 

accessing privileged or administrative accounts when common user accounts are compromised.

• Vendor/Supplier Cybersecurity Requirements: Identify, assess, and mitigate risks associated with third 

party products and services.



405(d) Outreach & Program Resources

HHS/405(d) Awareness 
Materials

405(d) 
Outreach

Knowledge on 
Demand

Official Task Group 
Products
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Knowledge On Demand
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Knowledge On Demand
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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Cybersecurity Assessments

TECHNICAL

STRATEGIC 
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Protected Critical Infrastructure Information (PCII) Program 

Guards Your Information 

• Sensitive critical infrastructure information voluntarily given to 

CISA is protected by law from

• Public release under Freedom 

of Information Act requests, 

• Public release under State, local, 

tribal, or territorial disclosure laws, 

• Use in civil litigation and 

• Use in regulatory purposes.

• To learn more, visit www.dhs.gov/pcii

http://www.dhs.gov/pcii
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Vulnerability Scanning

• Automated scanning of External-facing, Internet 

accessible systems (Top 1000 Ports, can include 

cloud sites)

• Weekly report card that includes current scan 

results, historic trends, Known Exploited 

Vulnerabilities, and comparisons to the national 

average

• Helps you understand your unique exposure

• Know what the Internet already knows about 

your environment!

42

Sign up by emailing 

vulnerability@cisa.dhs.gov

with subject line 

“Requesting Cyber Hygiene Services”

mailto:vulnerability@cisa.dhs.gov?subject=Requesting%20Cyber%20Hygiene%20Services
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Ransomware is a form of malware designed to encrypt files on a device, 

rendering any files and the systems that rely on them unusable. 

Malicious actors then demand ransom in exchange for decryption. 

StopRansomware.gov is the U.S. Government's official one-stop location 

for resources to tackle ransomware more effectively.

https://stopransomware.gov/
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▪National Cyber Exercise Program

▪ Premade CISA Tabletop Exercise Packages (CTEP) to help develop 

your own:
• Healthcare & Public Health Sector Cyber CTEP Situation Manual

• Ransomware CTEP Situation Manual

• Ransomware Third Party Vendor CTEP Situation Manual

• Vendor Phishing CTEP Situation Manual

Link to CISA CTEPs

https://www.cisa.gov/sites/default/files/publications/Healthcare-and-Public-Health-Sector-Cyber-CTEP-Situation-Manual-508-20220713.docx
https://www.cisa.gov/sites/default/files/publications/CISA%20Tabletop%20Exercise%20Package_Ransomware%2020200909%20v00_508_0.docx
https://www.cisa.gov/sites/default/files/publications/CISA%20Tabletop%20Exericse%20Package_Ransomware%20Third%20Party%20Vendor%2020200909_508.docx
https://www.cisa.gov/sites/default/files/publications/CISA%20Tabletop%20Exercise%20Package_Vendor%20Phishing%2020200909%20v00_508.docx
https://www.cisa.gov/cisa-tabletop-exercises-packages
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▪ INFRASTRUCTURE SURVEY TOOL - Identifying facilities’ physical security, security forces, 

security management, information sharing, protective measures, and dependencies related to 

preparedness, mitigation, response, resilience, and recovery;

▪ Assist Visit – Identifies and recommends protective measures at facilities, provide comparison 

across like assets, and track implementation of new protective measures.

▪ Infrastructure Visualization Platform (IVP) – brings a facility’s digital floorplans to life by placing 

on it 360° panoramic photographs, immersive video, geospatial information, and hypermedia data 

of critical facilities, surrounding areas, and transportation routes that assist with security planning, 

protection, and response efforts.

▪ SAFE Tool The Security Assessment at First Entry (SAFE) tool is designed to assess the current 

security posture and identify options for facility owners and operators to mitigate relevant threats

CISA Protective Security Advisors

https://www.cisa.gov/protective-security-advisors
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Our Next Webinar

The NCTRC Webinar Series

Occurs 3rd Thursday of every month.

Hosting TRC: Mid-Atlantic Telehealth Resource Center (MATRC)

Telehealth Topic: Breaking Down Barriers to Telehealth: How the Digital Health 

Readiness Screener Can Drive Equity and Access

Date: January 16, 2025

Times: 11 AM – 12 PM (PT)
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Please Complete Our Survey

Please participate in this brief perception survey 

(will also open after webinar):

https://www.surveymonkey.com/r/XK7R72F

Your opinion of this webinar is valuable to us.
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