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Share your Telehealth Success Story!

• The National Consortium of Telehealth Resource Centers (NCTRC), 
representing all 14 Telehealth Resource Centers (TRCs), is collecting 
success stories from organizations, patients, and providers who have 
benefited from telehealth with support from a TRC. Share how your 
TRC helped make telehealth work for you for a chance to be featured – 
along with your organization – in the NCTRC newsletter.

• Survey - https://www.surveymonkey.com/r/TT2RXQZ 

https://www.surveymonkey.com/r/TT2RXQZ
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Webinar Tips and Notes

• Your phone &/or computer microphone has been muted.
• If we do not reach your question, please contact your regional TRC. 

There may be delays in response time:
https://telehealthresourcecenter.org/contact-us/

• Please fill out the post-webinar survey.
• Closed Captioning is available. 
• Please submit your questions using the Q&A function. 
• The webinar is being recorded.
• Recordings will be posted to our YouTube Channel:
 https://www.youtube.com/c/nctrc

https://telehealthresourcecenter.org/contact-us/
https://telehealthresourcecenter.org/contact-us/
https://telehealthresourcecenter.org/contact-us/
https://www.youtube.com/c/nctrc
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DISCLOSURE OF FINANCIAL INTEREST

MTN has conducted work in the subject area covered by this presentation 
and may have related commercial interests. This presentation is intended 
solely for educational purposes and does not constitute promotion, 
endorsement, or solicitation of any MTN product or service. Any discussion is 
provided as general information only.
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THE PAIN YOU ALREADY KNOW

• A patient is medevaced from a remote 
Alaska village to Anchorage. Records arrive 
by fax. Specialist notes return as scanned 
PDFs. Medication reconciliation happens by 
phone.

• The IHS RPMS system the village clinic uses
does not speak the same language as the
hospital's EHR.

THIS IS 2026
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70% of hospitals still use fax for
some health data exchange

36% of rural hospitals engage in 
interoperable exchange

22%
of independent hospitals 
have routine interoperable 
exchange

48%
of rural/small hospitals have 
electronic info at point of 
care

THE INTEROPERABILITY GAP
Rural Health Data Exchange The Reality Today
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47% urban hospital interoperable
exchange rate

53% system-affiliated hospital 
exchange rate

~90% patient matching accuracy 
(1 in 10 wrong or missed)

2026 three federal frameworks 
converging now



WHAT THIS TALKCOVERS
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1 TEFCA: The federal network of networks enabling
nationwide health data exchange

2 CMS Interoperability Rules: Standardized APIs transforming 
prior authorization and payer data access

3 HIPAA Reform: Security overhaul, privacy updates, and the 
end of behavioral health data silos



TEFCA:ONE CONNECTION,
NATIONWIDE REACH
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JANET'S REFERRAL LOOP

• You are a telehealth coordinator at a 25-
bed CAH. Your hospital runs TruBridge. 
Your hub partner runs Epic. There is no 
shared HIE.

• Every referral is printed, faxed, and 
manually re-entered. Two to three hours 
of clinical staff time daily.

• TEFCA is supposed to fix this.

A 25-BED CRITICAL ACCESS HOSPITAL IN MONTANA
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WHAT TEFCA IS AND WHY ITMATTERS
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• The core promise: Connect to one Qualified Health Information 
Network (QHIN), reach every other QHIN and their participants 
nationwide

• Already live: 11 designated QHINs including eHealth Exchange, 
Epic Nexus, KONZA, Surescripts

• Scale: ~500 million records exchanged, 70,000+ connected sites, 
explosive growth in 2025

TRUSTED EXCHANGE FRAMEWORK AND COMMON AGREEMENT



TEFCA: THERURAL REALITY CHECK
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WHAT WORKS VS. WHAT DOESN'T

Works

• For Epic systems: TEFCA was a 
matter of updating a couple of 
settings

• Your two on-ramps: (1) Your EHR 
vendor becomes a TEFCA 
Participant. (2) Your regional HIE 
becomes a TEFCA Participant and 
you connect through them.

Doesn’t
• Vendor gaps: TruBridge, older 

MEDITECH, athenahealth, IHS RPMS 
have unclear TEFCA paths

• Only 39% of non-networked hospitals
intend to participate

• Tribal barriers: Common Agreement 
lacks tribal data governance

• No universal patient ID: ~90% match
accuracy through 2030



CMS INTEROPERABILITY RULES
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TOM'S BILLINGCRISIS

• You run a 3-provider RHC with one billing 
specialist. She completes 39 prior 
authorizations per week across different 
payer portals, each with different 
documentation requirements.

• 13 hours of staff time weekly.
• Manual cost: $3.52 per transaction.
• The fully electronic alternative: $0.05.
• That is a 70x gap.

A 3-PROVIDER RHC IN WYOMING
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PHASE 1: ALREADY IN EFFECT (JAN 2026)

© UNIVERSITY OF UTAH HEALTH

PRIOR AUTHORIZATION OPERATIONS AND TRANSPARENCY

• Faster PA decisions: 7 days standard, 72 hours expedited

• Specific denial codes: No more generic "not medically necessary"

• Public PA metrics: First reports due March 31, 2026. Compare 
payers' approval/denial rates, decision times, and appeal 
outcomes for the first time.

• AI concern: 61% of physicians report concern AI is increasing denial 
rates, with some systems producing rates up to 16x higher than 
human reviewers. New reporting gives you leverage.



Patient Access + Provider Access APIs
Patients pull claims, PA status, denial reasons. 
Clinicians pull payer-held data in near-real-time.

Payer-to-Payer + Prior Authorization APIs
New plan pulls up to 5 years from old plan. Structured 
electronic PA through the EHR replaces 
portals/fax/phone. Cost drops from $3.52 to $0.05 per
transaction.

PHASE 2: FOUR FHIR APIS (JAN 2027)
WHO MUST COMPLY: MEDICARE ADVANTAGE, MEDICAID/CHIP, QHP ISSUERS
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HIPAA REFORM
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DR. OKAFOR’SCONSENT NIGHTMARE

• SUD records lived in a separate silo.
• Different consent framework.
• 30 to 45 minutes daily on duplicative documentation and manual note transmission.

TELEBEHAVIORAL HEALTH ACROSS THREE STATES, FIVE FACILITIES
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REFRAMING HIPAA AS AN ENABLER

• HIPAA explicitly grants patients a right of 
access to their own medical records under 
45 C.F.R. Section 164.524. OCR has
enforced this aggressively through the Right 
of Access Initiative.

• Over-restricting is the real risk. 
Organizations that block sharing because 
of HIPAA are often more out of compliance 
than those who share appropriately.

• Information blocking liability is now active 
(Cures Act). ONC is issuing notices of 
nonconformity. Over 1,600 complaints filed.

THEMISCONCEPTION THAT COSTS YOU

© UNIVERSITY OF UTAH HEALTH



THREE SIMULTANEOUS SHIFTS IN HIPAA
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1 42 CFR Part 2 (effective Feb 2026): SUD records now 
flow under same TPO framework as other clinical data

2
Security Rule overhaul (proposed): Eliminates
addressable/required distinction. Mandatory
encryption, MFA, annual pen testing

3
Privacy Rule update (likely): Would reduce record 
access from 30 to 15 days, expand care coordination 
definition



THECONVERGENCE
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TEFCA Builds the pipes for nationwide exchange

CMS RULES Opens the data via payer APIs

HIPAA Sets the rules, secure it, break down silos

ONE FOUNDATION, THREE FRAMEWORKS
FHIR R4 + USCDI

© UNIVERSITY OF UTAH HEALTH



THE 2026-2027 PILE-UP
COMPLIANCE DEADLINES CONVERGING SIMULTANEOUSLY

(7/72hr), specific 
denial codes, 
public PA metrics 
reporting

SUD records flow
under TPO; single
durable consent;
OCR
enforcement live

Value-based 
payment model; 
security rule 
finalization 
(uncertain timing)

Patient Access, 
Provider Access, 
Payer-to-Payer, 
Prior Authorization 
APIs

FHIR APIs and HIE
connectivity 
required; 
population health 
analytics

EXPIRE
Without 
Congressional 
action, rural 
telehealth 
payment parity 
ends
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JAN 
2026

FEB 
2026

MID-
2026

JAN 
2027 2027

END 
2027

CMS PHASE 1: 42 CFRPART 2 ACCESSMODEL CMS PHASE 2: LEADMODEL; MEDICARE
PAOPERATIONS ALIGNMENT + LAUNCH; HIPAA ALLFOURFHIR MIPS E-PA TELEHEALTH
Faster decisions ENFORCEMENT SECURITY RULE APIS MEASURE FLEXIBILITIES



WHAT TO DO MONDAY
MORNING
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PRIORITY 1: DO NOW
ALREADY EFFECTIVE - ENFORCEMENT IS ACTIVE

42 CFR Part 2 Compliance
• Update NPPs, consent forms, policies, BAAs.
• Train staff on SUD data sharing now permitted under TPO.

MFA and Encryption
• Near-certainties in any final Security Rule.
• 77-80% of large breaches are hacking/IT incidents.

HIPAA Risk Analysis
• The single most common enforcement finding. Foundational for everything else.
• Document it now.
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PRIORITY 2: COMING FAST
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• Ask your EHR vendor about TEFCA, USCDI, CMS-0057

• Connect with your regional HIE

• Use PA transparency data

• CMS-0057-F API consumption

• Value-based model readiness

PREPARE FOR 2027



PRIORITY 3: BUILDING FOR 2027+
LONG-TERM INFRASTRUCTURE INVESTMENTS

Shared-services models: Shared cybersecurity 
ops centers, pooled IT resources, regional 
technical assistance

Advocacy priority: Push for a Regional 
Extension Center model for interoperability 
readiness

Rural AI entry points: Administrative automation, 
ambient documentation, population health 
dashboards
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Federal Funding Sources
• Health Care Cybersecurity and 

Resiliency Act (S.3315)
• Grants for rural providers, RHCs, IHS 

facilities
• Rural Health Transformation Program:

$50B includes technology and workforce 
funding.
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Regional Partners
• Your regional HIE is increasingly the

bridge between small facilities and
nationwide exchange.

• State offices of rural health administer
transformation program funds.

WHERE TO FIND SUPPORT
FUNDING AND TECHNICAL ASSISTANCE RESOURCES



WHAT GETS BETTER
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• PA cost: From 70x more expensive to electronic default by 2027-2030

• Behavioral health: SUD data flows through standard channels for the first time

• TEFCA growth: 500M records, 70,000 sites, growing exponentially

• Coverage transitions: Payer-to-payer exchange follows patients through Medicaid churn

REAL PROGRESS IN HEALTH DATA EXCHANGE



WHAT STAYSHARD
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Patient identity Semantic gap AI divide

Tribal 
Sovereignty Broadband



KEY TAKEAWAYS
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Connected and comparable is the destination. We are partway there. Keep
moving.

1 HIPAA permits sharing. CMS mandates it. TEFCA 
enables it. Your job is to be ready.

2 One FHIR/USCDI investment serves TEFCA, CMS 
rules, and HIPAA compliance simultaneously.

3 Start with what is enforceable now: Part 2 
compliance, risk analysis, MFA. Build from there.



CONTACT: WARREN.PETTINE@HSC.UTAH.EDU

Collaborators
• Paul Rosen, Ph.D
• Shireen Elhabian, Ph.D.

M2Int Lab
• Matthias Christenson, Ph.D.
• Brian Locke, M.D.
• Charles Kemmler, M.D./Ph.D.
• Ioanna Douka, M.D.
• Rachel Polycen, M.D.
• Maggie Pozo
• Rakibul Haque
• Sudhanva M Athreya
• Liam Wilson

THANKS FOR LISTENING

Warren Woodrich Pettine, M.D.
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Our Next Webinar

The NCTRC Webinar Series

Occurs 3rd Thursday of every month.

Hosting TRC: Telehealth Technology Assessment Resource Center (TTAC)
Telehealth Topic: Rural Health Transformation Fund: Workforce Trends and 
Implications for Rural Care
Date: May 21, 2026
Times: 11 AM – 12 PM (PT)
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Please Complete Our Survey

Please participate in this brief perception survey (will 
also open after webinar):

https://www.surveymonkey.com/r/XK7R72F

Your opinion of this webinar is valuable to us.

https://www.surveymonkey.com/r/XK7R72F


References

1. Office of the National Coordinator for Health Information Technology. Data briefs on interop-
erability. HealthIT.gov. 2023. https://www.healthit.gov/data/data-briefs

2. The Pew Charitable Trusts. Enhanced patient matching is critical to achieving full
promise of digital health records. 2018. https://www.pewtrusts.org/en/research-and-
analysis/reports/2018/10/02/enhanced-patient-matching-critical-to-achieving-full-promise-
of-digital-health-records

3. American Health Information Management Association. Patient identification and matching
resources. AHIMA. https://www.ahima.org/

4. eHealth Exchange. https://ehealthexchange.org/
5. KONZA National Network. https://www.konza.org/
6. Epic Systems Corporation. Epic Nexus QHIN. https://www.epic.com/
7. Surescripts. QHIN designation announcement. April 2025. https://www.surescripts.com/
8. eClinicalWorks. QHIN designation announcement. January 2025. https://www.eclinicalworks.com/
9. MedAllies. https://www.medallies.com/

10. Office of the National Coordinator for Health Information Technology. Trusted Exchange
Framework andCommonAgreement (TEFCA). HealthIT.gov. https://www.healthit.gov/topic/interoperability/policy/trusted-
exchange-framework-and-common-agreement-tefca

11. U.S. Department of Health and Human Services. TEFCA reaches nearly 500 million health
records exchanged. HHS. February 2026.

12. The Sequoia Project. TEFCARecognized Coordinating Entity. https://www.sequoiaproject.org/
13. Indian Health Service. Resource and Patient Management System (RPMS). IHS.gov.

https://www.ihs.gov/rpms/
14. American Hospital Association. TEFCA participation survey data. AHA. https://www.aha.org/
15. American Medical Association. 2024 AMA prior authorization physician survey. AMA. 2024.

https://www.ama-assn.org/system/files/prior-authorization-survey.pdf
16. Council for Affordable Quality Healthcare. 2023 CAQH Index: a new efficiency benchmark

for the healthcare industry. CAQH. 2023. https://www.caqh.org/solutions/caqh-index
17. Centers for Medicare &Medicaid Services. Medicare andMedicaid Programs; Patient Protec-

tion and Affordable Care Act; Interoperability and Prior Authorization for Medicare Advantage
Organizations, Medicaid Managed Care Plans, State Medicaid and CHIP Fee-for-Service
Programs, Medicaid Managed Care Plans and CHIP Managed Care Entities, Issuers of Qual-
ified Health Plans on the Federally-Facilitated Exchanges, Merit-Based Incentive Payment
System Eligible Clinicians, and Eligible Hospitals and Critical Access Hospitals in the Medi-
care Promoting Interoperability Program. Final rule CMS-0057-F. 89 Fed. Reg. 8758. Febru-
ary 8, 2024. https://www.federalregister.gov/documents/2024/02/08/2024-02068/medicare-
and-medicaid-programs-patient-protection-and-affordable-care-act-interoperability-and

1



18. U.S. Department of Health and Human Services. HIPAA for professionals. HHS.gov.
https://www.hhs.gov/hipaa/

19. U.S. Department of Health and Human Services, Office for Civil Rights. Enforce-
ment highlights. HHS.gov. https://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/data/enforcement-highlights/index.html

20. 21st Century Cures Act, Pub LNo. 114-255, 130 Stat 1033 (2016). https://www.congress.gov/bill/114th-
congress/house-bill/34/text/enr

21. Assistant Secretary for Technology Policy / Office of the National Coordinator for Health Infor-
mation Technology. Information blocking. HealthIT.gov. https://www.healthit.gov/topic/information-
blocking

22. Substance Abuse and Mental Health Services Administration; Office for Civil Rights, HHS.
Confidentiality of Substance Use Disorder (SUD) Patient Records. Final rule. 89 Fed. Reg.
12472. February 16, 2024. https://www.federalregister.gov/documents/2024/02/16/2024-
02544/confidentiality-of-substance-use-disorder-sud-patient-records

23. Office for Civil Rights, HHS. HIPAA Security Rule to Strengthen the Cybersecurity of
Electronic Protected Health Information. Notice of proposed rulemaking. 90 Fed. Reg.
898. January 6, 2025. https://www.federalregister.gov/documents/2025/01/06/2024-
30449/health-insurance-portability-and-accountability-act-hipaa-security-rule-to-strengthen-
cybersecurity

24. Office for Civil Rights, HHS. HIPAA Privacy Rule to Support, and Remove Barriers to,
Coordinated Care and Individual Engagement. Notice of proposed rulemaking. 86 Fed.
Reg. 6446. January 21, 2021. https://www.federalregister.gov/documents/2021/01/21/2020-
27157/health-insurance-portability-and-accountability-act-hipaa-privacy-rule-to-support-
reproductive

25. Centers for Medicare & Medicaid Services. ACCESS Model. CMS Innovation Center.
https://www.cms.gov/priorities/innovation/innovation-models/access-model

26. Centers for Medicare & Medicaid Services. LEAD Model. CMS Innovation Center.
https://www.cms.gov/priorities/innovation/innovation-models/lead-model

27. Centers for Medicare & Medicaid Services. Medicare telehealth payment policies. CMS.gov.
https://www.cms.gov/medicare/payment/fee-schedules/telehealth

28. Office for Civil Rights, HHS. Breach portal: notice to the Secretary of HHS breach of unse-
cured protected health information. https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

29. Health Care Cybersecurity and Resiliency Act of 2025, S 3315, 118th Cong (2025).
https://www.congress.gov/bill/118th-congress/senate-bill/3315

30. Centers for Medicare & Medicaid Services. Rural Health Transformation Program. CMS
Innovation Center. https://www.cms.gov/priorities/innovation/innovation-models/rural-health-
transformation-program

31. Health Level Seven International. HL7 FHIR Release 4 (v4.0.1). HL7.org. https://hl7.org/fhir/
32. Office of the National Coordinator for Health Information Technology. United States Core

Data for Interoperability (USCDI). HealthIT.gov. https://www.healthit.gov/isa/united-states-
core-data-interoperability-uscdi

2



33. Office of the National Coordinator for Health Information Technology. Health Data, Tech-
nology, and Interoperability: Certification Program Updates, Algorithm Transparency,
and Information Sharing (HTI-1). Final rule. 89 Fed. Reg. 1192. January 9, 2024.
https://www.federalregister.gov/documents/2024/01/09/2023-28857/health-data-technology-
and-interoperability-certification-program-updates-algorithm-transparency-and

34. National Rural Health Association. Policy and advocacy. NRHA. November 2024.
https://www.ruralhealth.us/advocate/policy

35. College of Healthcare Information Management Executives. CHIME petition to HHS regard-
ing HIPAA Security Rule NPRM. December 2025. https://chimecentral.org/

36. Medicare Payment Advisory Commission. June 2025 Report to the Congress: Medicare and
the Health Care Delivery System. MedPAC. June 2025. https://www.medpac.gov/document/june-
2025-report-to-the-congress-medicare-and-the-health-care-delivery-system/

3


	04.16.26 NRTRC WEBINAR.pdf
	references_list.pdf
	References


